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Abstract 

Adsorption of a biofouling layer on the surface of biosensors decreases the electrochemical activity 
and hence shortens the service life of biosensors, particularly implantable and wearable biosensors. 
Real time quantification of the loss of activity is important for in situ assessment of performance 
while presenting an opportunity to compensate for the loss of activity and recalibrate the sensor to 
extend the service life. Here we introduce an electrochemical noise measurement technique as a tool 
for quantification of the formation of a biofouling layer on the surface of gold. The technique 
uniquely affords thermodynamic and kinetic information without applying an external bias (potential 
and/or current) hence allowing the system to be appraised in its innate state. The technique relies on 
the analysis of non-Faradaic current and potential fluctuations that are intrinsically generated by the 
interaction of charged species at the electrode surface, i.e. gold. An analytical model is extended to 
explain the significance of parameters drawn from the statistical analysis of the noise signal. This 
concept is then examined in buffered media in the presence of albumin, a common protein in blood 
and a known source of fouling layer in biological systems. Results indicate that the statistical analysis 
of the noise signal can quantify the loss of electrochemical activity which is also corroborated by 
impedance spectroscopy as complementary technique. 

 

Introduction 

Despite tremendous scientific advances in the past few decades in making electrochemical biosensors 
with high specificity and sensitivity for point-of-care, wearable and implantable applications, the 
technology is still hampered by the issue of biofouling 1. Non-specific adsorption of proteins and cells 
at the sensing electrode surface, frequently found in serum, urine, blood/plasma, and saliva, limits the 
access of analyte to the electrode and decreases the reactivity and response for diffusion-limited 
processes 2. This rapidly decreases the signal to noise ratio and diminishes both the electrochemical 
signal magnitude and specificity of biosensors. The partial blockage and loss of activity, underpinned 
by a drop in electron transfer efficiency, halves after 3 min exposure to only 2 mg/mL albumin 3. 

The majority of the effort into mitigating the impact of biofouling has gone into designing more 
advanced and effective anti-biofouling surface treatments, i.e. surface patterns and chemistries 2,4. 
Real-time quantification of the loss of activity due to the biofouling film enables a better 
understanding of the in situ adsorption phenomena and the effectiveness of anti-biofouling strategy. It 
may also present an opportunity for a mathematical correction of the electrode reading by 
compensating for the partial blockage due to a biofouling film. The standard laboratory techniques for 
detection and quantification of biofouling layer including popular optical methods such as 
fluorescence correlation spectroscopy, ellipsometry and surface plasmon resonance, are not applicable 
to in situ measurements and point-of-care testing. The biofouling layer is often quantified 
electrochemically as a percentage drop in detection peak in a controlled solution with known 
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concentration of the analyte 5,6. An alternative approach is the use of impedance spectroscopy that 
breaks down the layers and electrochemical elements of the electrode and provides quantitative 
measures of the biofouling layer. These techniques are useful for measurements in a controlled 
laboratory environment, but they are exceedingly difficult to automate and incorporate into feedback 
loop systems.  

Stochastic electrochemical detection has come of age as a measurement method in electrophysiology, 
single entity electrochemistry in confined spaces 7–11 and corrosion science 12–15. Most electrochemical 
processes are stochastic and discrete in nature. Yet experimental observables are typically smooth and 
deterministic, because of many electrochemical events or processes being averaged together. 
However, when the number of entities that are measured approaches a few or even one, stochasticity 
frequently emerges 7,16–18. This is the basis of electrochemical stochastic measurement in nanopore 
19,20 and nanofluidic 17 devices. In corrosion science, stochastic measurements capture either the 
average amplitude/frequency of redox events or discrete transients signifying localized reactions21. 
The current noise is typically measured between two nominally identical working electrodes coupled 
with a “noise-free” reference electrode that allows measurement of potential noise 22.  

Inside the electrochemical cell, the noise arises from stochastic electron transfer events (oxidation and 
reduction), adsorption and desorption of charged species on the electrode surface9, and the intrinsic 
instability of reference electrodes at micro-volt level23,24. The experimental data may also be tainted 
by environmental noise and instrumental noise14,17,25. The use of electrochemical noise as a 
quantitative measure in chemistry has predominantly been limited to the faradaic current. Very few 
studies have explored the non-faradaic electrochemical noise, and of those the majority are theoretical 
26,27. In this study, we measure the intrinsic thermal equilibrium noise at the electrode-electrolyte 
interface between a gold electrode and phosphate buffered saline (PBS). The thermal equilibrium 
noise is then stochasticity driven by the thermodynamic energy fluctuations of a system at thermal 
equilibrium (i.e. constant temperature) with no charge transfer process present at the interface (i.e. 
non-Faradaic current). The concept is schematically presented in Figure 1. We then developed an 
analytical model to explain the physical significance of quantitative outputs from measurement of 
non-Faradaic current and potential fluctuations. It is well-acknowledged that averaged properties, 
such as impedance obtained from electrochemical noise measurement, are comparable to impedance 
acquired from linear polarization resistance or electrochemical impedance spectroscopy 28. We use 
impedance spectroscopy in this study as a complementary technique for validation of measurements. 
The noise measurement is then used to track the formation of a biofouling layer on gold in PBS. 
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Figure 1 Schematic representation of absorbed ions on a metal electrode surface obeying the Gouy–
Chapman–Stern model of the electrical double layer. In a stationary state without mass transport, the 
ion-electrode interaction generates thermal equilibrium noise which is measured and analysed to 
quantify electroactivity. 

 

Analytical model for the current and potential fluctuation 

An analytical model of the electrochemical noise at an electrode as depicted in figure 1 was derived 
based on the non-Faradaic (capacitive) charge transfer at the electrodes surface. When current passes 
through the electrode, charge is supplied by capacitance. Variation of capacitance is due to the 
rearrangement of ions in the electrical double layer over the active regions of the electrode surface. 
Therefore, the amount of capacitance and charge that passes through an electrode is also a function of 
its area. Partial blocking of an electrode surface reduces its active electrode area and its capacitance 29. 

We employ the equivalent circuit approach introduced by the Huet group 13,30–32, where the 
electrochemical elements have distinct physical significance. The analytical model is derived based on 
the electrical equivalent circuit presented in Figure 2. This electrical equivalent circuit model differs 
from previous models for electrochemical noise process attenuated by an organic coating layer 33 from 
two main perspectives. First is that the present model considers the biofouling layer in parallel with 
the metal-electrolyte impedance due to the physics of the system, i.e., adsorption of the biofouling 
layer directly on the gold surface and the loss of activity as a result. The second difference is the 
electrode configuration and the sequence of measuring potential and current noise. Typically the 
current and potential noise are measured concurrently whereas in the approach herein the current 
noise is measured first followed by the measurement of potential noise. The purpose of the analytical 
model is to explain the physical significance of parameters extracted from the statistical analysis of 
electrochemical noise. The noise impedance that is regarded here as the most relevant parameter to 
the fouling of surface is explained mathematically, allowing it to be compared to and verified by the 
impedance parameter from the electrochemical impedance spectroscopy (EIS). 

   

 

Figure 2 Electrical equivalent circuit model with current noise as the driving force in a two-electrode 
configuration. 𝑍𝑍𝑚𝑚−𝑠𝑠 is interfacial impedance at metal surface and 𝑍𝑍𝑓𝑓 is the impedance of the 
biofouling film.  
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The electrical equivalent circuit model presented here considers current noise as the driving force in 
the system. The current noise source is in parallel with the respective impedance Zm-s, otherwise 
known as Norton equivalent 34, as illustrated in Figure 2. The potential noise is a consequence of 
current noise acting on the impedance of the metal-solution interface. Discrete events that generate the 
current noise are considered independent from each other and also independent from the biofouling 
layer and the opposite working electrode, i.e. Poisson elementary noise source. Therefore, the current 
noise generated by each event is added to make up the current noise power of the working electrode. 
The term power is used herein (as commonly used in signal processing) to describe both the square of 
current and voltage, on the basis that the power dissipates in a resistive load is given by V2/R or I2×R. 

In a typical electrochemical noise measurement, the reference electrode is considered noise-free, 
hence the measured potential noise is produced solely by the two working electrodes. This assumption 
is valid as long as the reference electrode is generating significantly lower levels of potential noise 
compared to working electrodes. This is frequently the case 23. However, here the levels of potential 
noise generated are far lower than that typically generated by saturated Calomel or Ag|AgCl 
electrodes. Thus, we use the two working electrodes consecutively for the measurement of current and 
then potential noise to eliminate the need for a standard reference electrode. Therefore, the potential 
noise power from the second working electrode is added to the total measured potential noise13. The 
current noise is calculated similar to the three-electrode configuration with two noisy working 
electrodes and a standard “noise-less” reference electrode 35. When the electrochemical system is in a 
stationary state, assumed valid only for the short duration of measurement, mass transport is assumed 
to have no effect on the noise as the discrete events will not create concentration gradients. The 
exposed surface area of the electrodes will be constant in the absence of adsorption/desorption of gas 
molecules. The positive and negative charge transfer reactions are assumed to be independent of each 
other. This is a reasonable assumption considering that the short-term pulses of negative and positive 
charge can be accommodated by charging and discharging of the double layer capacitance, whilst the 
overall charge neutrality of the electrode is maintained. 

Another critical assumption in the model is that the system is electrochemically stable and stationary 
for the duration of the measurement, thus the statistical analyses of current and potential noise are 
related. This allows calculation of the noise resistance, Rn, as the ratio 𝜎𝜎𝑉𝑉 𝜎𝜎𝐼𝐼⁄  (standard deviation of 
potential noise/standard deviation of current noise)36. This would not be true in a system with distinct 
current and potential transients as these events will not be “mirrored” from the current pulses to the 
potential pulses. However, in a stationary system without localised electrochemical events, such as the 
system examined herein, the current and potential signals are considered to carry similar signatures 
and be able to be solved mathematically together. 

The measured current noise of one working electrode is produced by the flow of current from one 
electrode to the other. For identical electrodes, i.e. Zm-s1 = Zm-s2 , in the absence of surface layer and 
solution resistance, the current generated by WE1 will be halved, with one half flowing towards WE2 
and the other half dissipating in ionic collision events 37. Only the current that flows towards the second 
working electrode is detectable by ammeter and is measured as current noise power. Therefore, the 
current noise power of each of the identical electrodes will be given by equation 1, 

𝐼𝐼𝑛𝑛 𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
2 =  𝐼𝐼𝑛𝑛

2

4
       (1) 
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Where 𝐼𝐼𝑛𝑛 𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
  is current noise recorded by the ammeter and 𝐼𝐼𝑛𝑛2 is the mean square noise current 

or current noise power. Assuming the currents from the two electrodes are uncorrelated, the current 
noise power resulting from the two identical electrodes is the sum of current noise power produced by 
each electrode and is given by equation 2,  

𝐼𝐼𝑛𝑛 𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
2 =  𝐼𝐼𝑛𝑛

2

2
       (2) 

In the presence of solution resistance, the proportion of current from one electrode to the other will be 
reduced due to the additional solution resistance in the circuit. Therefore the measured current noise 
power is decreased proportional to 𝑍𝑍𝑚𝑚−𝑠𝑠

𝑍𝑍𝑚𝑚−𝑠𝑠1+𝑍𝑍𝑚𝑚−𝑠𝑠2+𝑅𝑅𝑆𝑆
 and is given by equation 3 38, 

𝐼𝐼𝑛𝑛 𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
2 = ( 𝑍𝑍𝑚𝑚−𝑠𝑠.1

𝑅𝑅𝑆𝑆+𝑍𝑍𝑚𝑚−𝑠𝑠.1+𝑍𝑍𝑚𝑚−𝑠𝑠.2
)2.  𝐼𝐼𝑛𝑛22 + ( 𝑍𝑍𝑚𝑚−𝑠𝑠.2

𝑅𝑅𝑆𝑆+𝑍𝑍𝑚𝑚−𝑠𝑠.1+𝑍𝑍𝑚𝑚−𝑠𝑠.2
)2.  𝐼𝐼𝑛𝑛12  

𝐼𝐼𝑛𝑛 𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
2 = (𝑍𝑍𝑚𝑚−𝑠𝑠.1 .  𝐼𝐼𝑛𝑛2 + 𝑍𝑍𝑚𝑚−𝑠𝑠.2 .  𝐼𝐼𝑛𝑛1

𝑅𝑅𝑆𝑆+𝑍𝑍𝑚𝑚−𝑠𝑠.1+𝑍𝑍𝑚𝑚−𝑠𝑠.2
)2     (3) 

where 𝑍𝑍𝑚𝑚−𝑠𝑠.1 and 𝑍𝑍𝑚𝑚−𝑠𝑠.2 are metal-solution impedances of WE1 and WE2 respectively. Equation 4 
can be simplified for the case of symmetric (identical) electrodes in the form of equation 4. Herein three 
possible sources of electrode asymmetry, i.e., non-identical metal-solution impedance, film impedance 
and solution resistance, have been assumed symmetrical to simplify equation 4. 

𝐼𝐼𝑛𝑛 𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
2 = 2( 𝑍𝑍𝑚𝑚−𝑠𝑠

𝑅𝑅𝑠𝑠+2𝑍𝑍𝑚𝑚−𝑠𝑠
)2.  𝐼𝐼𝑛𝑛2     (4) 

Assuming 𝑍𝑍𝑓𝑓 ≫ 𝑍𝑍𝑚𝑚−𝑠𝑠, the current does not flow through the biofouling film (in parallel with the 𝑍𝑍𝑚𝑚−𝑠𝑠) 
and therefore is unaffected.  

The potential noise power in the absence of solution resistance and surface layer is produced by the 
current acting on the interfacial impedance (Zm-s) at the surface of the electrode that generates the 
current, in parallel with the solution resistance and polarisation resistance of the second electrode. The 
potential noise power for one source of current, i.e. one working electrode, is given by equation 5 38, 

𝐸𝐸𝑛𝑛2 = 𝐼𝐼𝑛𝑛2   𝑍𝑍𝑚𝑚−𝑠𝑠
2

4
       (5) 

Where 𝐸𝐸𝑛𝑛2 is mean square potential noise or potential noise power, 𝐼𝐼𝑛𝑛2 is mean square current noise or 
current noise power, and 𝑍𝑍𝑚𝑚−𝑠𝑠 is interfacial impedance at metal surface. In order to calculate the 
potential noise power in the presence of solution resistance and film impedances the effects of each 
source of current should be analysed independently, with all other voltage sources treated as short-
circuit and current sources as open-circuit. Considering the current noise source In.1 on WE1, the current 
In.1 will be split between the Zm-s.1 and the Rsol+ Zm-s.2. Note that assuming 𝑍𝑍𝑓𝑓 ≫ 𝑍𝑍𝑚𝑚−𝑠𝑠, current does not 
flow through Zf.1 and Zf.2 thus the impedance of the biofouling film does not generate potential noise. 
Using || to indicate parallel impedances and + to indicate series impedances, In.1 will be applied to an 
impedance Zm-s.1 || (Rsol+Zm-s.2), hence producing a voltage E1 = In1 × (Zm-s.1 || (Rsol+Zm-s.2)). The potential 
will be measured between the two electrodes and therefore the proportion of In1 that generated potential 
noise on WE1 and WE2 should be considered separately and added to obtain the total potential noise 
as a result of In1. 

Using the current divider rule, the current flowing through the chain impedance of Rsol+Zm-s.2 will be 
equal to  
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𝐼𝐼𝑛𝑛.1 = 𝐼𝐼𝑛𝑛 × 𝑍𝑍𝑚𝑚−𝑠𝑠1
𝑍𝑍𝑚𝑚−𝑠𝑠1+𝑅𝑅𝑠𝑠+𝑍𝑍𝑚𝑚−𝑠𝑠2

        (6) 

Similarly, the current flowing through the Zm-s.1 will be given by 

𝐼𝐼𝑛𝑛.1 = 𝐼𝐼𝑛𝑛 × 𝑅𝑅𝑠𝑠+𝑍𝑍𝑚𝑚−𝑠𝑠2
𝑍𝑍𝑚𝑚−𝑠𝑠1+𝑅𝑅𝑠𝑠+𝑍𝑍𝑚𝑚−𝑠𝑠2

  

Replacing this current in the ohmic relationship for the potential noise generated by In.1 flowing 
through Zm-s.1 and Zm-s.2 will give equation 8 representing the potential noise as a result of WE1 in an 
asymmetrical configuration. 

𝐸𝐸𝑛𝑛.1 = 𝐼𝐼𝑛𝑛.1 × 𝑍𝑍𝑚𝑚−𝑠𝑠.1
𝑍𝑍𝑚𝑚−𝑠𝑠1+𝑅𝑅𝑠𝑠+𝑍𝑍𝑚𝑚−𝑠𝑠2

× 𝑍𝑍𝑚𝑚−𝑠𝑠.2 + 𝐼𝐼𝑛𝑛.1 × 𝑍𝑍𝑚𝑚−𝑠𝑠.2+𝑅𝑅𝑠𝑠
𝑍𝑍𝑚𝑚−𝑠𝑠1+𝑅𝑅𝑠𝑠+𝑍𝑍𝑚𝑚−𝑠𝑠2

× 𝑍𝑍𝑚𝑚−𝑠𝑠.1  (7) 

For a symmetrical configuration, i.e. Zm-s = Zm-s.1 = Zm-s.2 , equation 7 simplifies to, 

𝐸𝐸𝑛𝑛.1 = 𝐼𝐼𝑛𝑛.1 × 𝑍𝑍𝑚𝑚−𝑠𝑠       (8) 

Therefore, the potential noise power as a result of the two identical working electrodes is calculated by 
replacing In from equation 2 and is given by equation 9. 

𝐸𝐸𝑛𝑛 𝑚𝑚𝑚𝑚𝑚𝑚𝑠𝑠𝑚𝑚𝑚𝑚𝑚𝑚𝑚𝑚
2 = 𝐼𝐼𝑛𝑛2 ×𝑍𝑍𝑚𝑚−𝑠𝑠

2

2
       (9) 

The noise resistance is defined as the ratio of the standard deviations of the potential and current noise 

or 𝑅𝑅𝑛𝑛 = �𝐸𝐸𝑛𝑛2���� 𝐼𝐼𝑛𝑛2� . Replacing 𝐼𝐼𝑛𝑛2 and 𝐸𝐸𝑛𝑛2���� from equations 4 and 9 yields equation 10.  

𝑅𝑅𝑛𝑛 = 𝑅𝑅𝑠𝑠
2

+ 𝑍𝑍𝑚𝑚−𝑠𝑠       (10) 

For negligible solution resistance, the equation 10 simplifies to 𝑅𝑅𝑛𝑛 = 𝑍𝑍𝑚𝑚−𝑠𝑠. The impact of the 
biofouling layer and change in the active surface area of the electrodes comes into effect by 
considering the effect of surface area on 𝐼𝐼𝑛𝑛 and 𝑍𝑍𝑚𝑚−𝑠𝑠 separately. The power of current noise, when 
considered to be generated by independent and uncorrelated current sources, from various regions of 
the electrode surface will add up. Therefore the variance of the current noise is proportional to the 
area, and the amplitude of the current noise (measured as the standard deviation) is proportional to 
√𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎 13,39,40. The amplitude of the potential noise, being the result of application of current noise to 
Zm-s, will decrease by increasing the area proportional to 1 √𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎⁄ . Based on this analysis, the noise 
resistance has a linear relationship with 1 𝑎𝑎𝑎𝑎𝑎𝑎𝑎𝑎⁄ . Note that this relationship will change in the case of 
correlated current noise sources.   

 

Experimental Methods 

Dulbecco's phosphate-buffered saline (DPBS) from ThermoFisher was used as media and contained 
CaCl2 (100 mg/L), MgCl2-6H2O (100 mg/L), KCl (200 mg/L), KH2PO4 (200 mg/L), NaCl (8 g/L), 
Na2HPO4-7H2O (2.16 g/L). Bovine serum albumin (≥98%, ~66 kDa) from Sigma-Aldrich was used as 
the fouling agent and dissolved in DPBS at 4 g/dL. 

Electrochemical noise data acquisition was performed using a combination of a signal (potential or 
current) amplifier, a data acquisition module and a computer program for data logging and primary 
analysis. SR560 Voltage Preamplifier and SR570 Current Preamplifier from Stanford Research Systems 
were used for pre-amplification of noise data prior to analog to digital conversion. These instruments 
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enable a low noise amplification of the signal with negligible input noise (i.e., 4 nV/√Hz input noise 
and 5 fA/√Hz input noise, respectively) and low (<1 mV) potential burden. They also provide selectable 
analog filters setting that have been used in this study to eliminate out-of-range noise power added to 
the measured signal. NI‑9239 (National Instruments) with differential analog input was used as data 
acquisition providing a 24-bit analog to digital conversion with nominal input noise of 70 µV. The 
module enables high-speed data acquisition of up to 50,000 samples per second. The computer program 
SIGVIEW v6.0 was used for data logging and signal processing. The principle of selecting sampling 
frequency, signal conditioning (using filters) and post-treatment of data is given in supporting 
information. Gold disk electrodes, 2 mm in diameter (PalmSens BV), were used as working electrodes, 
WE1 and WE2, in the electrochemical noise measurement experiments. 

EIS was performed using PalmSens 4 in frequency scan mode within 100 kHz - 0.01 Hz range with 
10 mV root mean square around open circuit potential. In EIS experiments gold disk electrodes were 
used as the working electrode, WE, Pt mesh as the counter electrode and a leakless Ag|AgCl (3.4 M 
KCl) , supplied by eDAQ, used as reference electrodes. Figure S1 in supporting information 
schematically shows the electrode configuration used for the electrochemical noise measurement and 
EIS experiments. 

WEs were polished using alumina powder, successively reducing particle size from 1 µm to 0.03 µm, 
rinsed with acetone and then electrochemically cleaned in H2SO4 (0.5 M) until a stable cyclic 
voltammogram was observed. A representative cyclic voltammetry plot from the electrochemical 
cleaning of Au disk electrodes is provided in the Supporting Information Figure S2.  

 

Results and discussion 

Instrument noise was measured to attain a baseline above which meaningful electrochemical noise 
data can be acquired. The instrument noise is measured using electronic resistors with resistances in 
the range of those expected from the electrochemical cell. Figure 3 shows spectral power density of 
potential and current for instrumental noise measured via 100 kΩ (Figures 3a and 3b) and 10 MΩ 
(Figures 3c and 3d). The theoretical value of the thermal noise generated by the associated resistors 
was also calculated and shown as a broken baseline in each plot. Thermal noise of a resistor with 
resistance R (in Ohms) is calculated as 6 kTR for the potential thermal noise and 2 kT/R for the 
current (Boltzmann’s constant k=1.38×10-23 J/K and T=293 °K). Potential and current noise raw data 
in time domain are provide in Supporting Information Figure S3. Both the potential and current noise 
exhibit Poisson distribution with no systematic noise due to the circuitry/instrument. 
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Figure 3 Instrument noise measured using fixed value resistors of (a & b) 100 kΩ and (c & d) 10 
MΩ, presented as power spectral density in frequency domain for potential and current noise. 

 

The background noise is measured for two Au working electrodes in PBS solution. Figure 4 presents 
electrochemical noise in the time domain (Figure 4a) and frequency domain (Figure 4b) as well as 
spectral noise impedance (Rsn) plotted with AC impedance (Z) in Figure 4c. A representative Nyquist 
and Bodé plot for the gold electrode in PBS is provided in Supporting Information Figure S4. The 
noise resistance directly from statistical analysis of the time domain data is calculated as 𝑅𝑅𝑛𝑛 = 𝜎𝜎𝑉𝑉 𝜎𝜎𝐼𝐼⁄  
and shown as an asterisk in Figure 4c. Comparison between Figure 4a & 4b and the levels of 
instrument noise (Figure 3) confirms that the background noise from the electrochemical system is 
significantly higher than the instrumental noise at all frequencies. The average current noise power 
from the instrumentation with a 10 MΩ resistor is in the order of 10-26 A2 whereas the current noise 
from the electrochemical cell is in the order 10-22 A2. This means that the contribution of instrument 
noise in the measured signal is insignificant. Similarly, the potential noise power from the 10 MΩ 
resistor averages around the order of 10-11 V2 whereas the electrochemical system generates potential 
noise power in the order of 10-10 V2 and higher. The spectral noise impedance decreases slightly at 
higher frequencies due to the internal low-pass filters. Both the Rn and Rsn measured values are 
slightly higher than the AC impedance. In the absence of a net current flowing through the interface, 
which corresponds to no charge transfer process at the interface i.e., non-faradaic electrodes, only 
thermal noise is anticipated. Hence, the spectral density of the measured noise relies on the 
macroscopic equivalent circuit model of the experimental setup, and its possible frequency 
dependencies 27. This is distinctively different from the non-equilibrium excess noise caused by 
charge transfer kinetics and relaxation currents produced by mass transfer processes, which would 
exhibit 1 𝑓𝑓⁄  and 1 𝑓𝑓2⁄  dependency in the power spectral density. 
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Figure 4 Background noise and impedance measured from the Au disc electrodes (d=2 mm) in PBS. 
a) is the current and potential in time domain data, b) is the power spectral density in the frequency 
domain, and c) is the overlay of spectral noise impedance (Rsn), AC impedance (Z) and the noise 
resistance from time domain analysis (Rn). 

 

The thermal equilibrium noise (i.e. Johnson-Nyquist noise) originates from the adsorption and 
interaction of chloride with the gold surface. It has been shown that at potentials higher than the 
potential of zero charge, anions such as chloride predominantly absorb and interact with conductive 
surfaces such as gold in aqueous media establishing an electrical double layer 41,42. The potential of 
zero charge  was calculated for the gold electrode in PBS using the principle of minimum differential 
capacitance 43,44. This is explained in more detail in the supporting information. The EIS data, with 
potential sweep and the calculated values of differential capacitance versus potential, are provided in 
supporting information Figures S5 and S6. The variation of open circuit potential value of the gold 
electrode in PBS and PBS with 4 g/dL BSA added are provided in supporting information Figure S7. 
Analysis is performed to elucidate the source of electrochemical noise rather than an in-depth analysis 
of surface charge and its variation with the formation of biofilm. Data confirms that the gold electrode 
in both electrolytes establishes an open circuit potential well-above the potential of zero charge 
indicating an absorbed layer of anions on the gold as depicted in Figure 1. 

The formation of biofouling layer was observed as the evolution of noise resistance over the time of 
exposure to 4 g/dL BSA in PBS solution. The result presented in Figure 5a shows spectral noise 
impedance after 10 min, 2.5 h and 24 h in the solution. The Rsn increases at all frequencies from 10 
min immersion to 2.5 h and then 24 h immersion. The evolution of Rn values (calculated from time 
domain analysis) are plotted in Figure 5b showing a sharp increase in the first 2.5 h of immersion 
followed by a plateau. It is noteworthy that while the stationary state of the system was an assumption 
in derivation of the theoretical model, this assumption is not strictly true in practice. The formation of 
biofouling film alters both the thermodynamic and kinetic of the system. One approach to reducing 
the effect of non-stationary behavior is to use a sequence of short time records, so that the signal is 
close to being stationary over the period analysed. This also has the advantage of revealing the 
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changes in behavior with time and is the basis of the short-time Fourier transform 45. As noted above, 
this is subject to the uncertainty principle, so there is a trade-off between resolution in time (which 
requires a short segment of time record), and resolution in frequency (which requires a long 
segment)46. With the system at thermodynamic equilibrium, i.e. zero bias, the power spectral density 
of the current noise and of the voltage noise are expected to follow the apparent electrochemical 
impedance as implied by equation 10 47.  

 

Figure 5 Noise characteristics of gold electrode in PBS + 4 g/dL BSA over time represented by (a) 
the spectral noise resistance (Rsn) in frequency domain after 10 min, 2.5 h and 24 h immersion and (b) 
the continuous evolution of noise resistance (Rn) from time domain analysis over 24 h immersion. 

 

Figure 6a shows evolution of the AC impedance (Z) in PBS + 4 g/dL BSA after 10 min, 1 h, 2 h, 3 h, 
6 h, 10 h and 24 h immersion. A Randles circuit (given in Supporting Information Figure S8) is fitted 
as the equivalent electrical circuit comprising the solution resistance in series with a parallel resistor 
(Rct) and constant phase element, consistent with previous studies48. The Rct represents the 
electrode/electrolyte interface and is considered analogous to the 𝑍𝑍𝑚𝑚−𝑠𝑠 + 𝑍𝑍𝑓𝑓 or the polarization 
resistance in Figure 2. The exponent (n) term for the constant phase element is indicative of deviation 
from the ideal capacitor behaviour. The values of Rct are calculated by electrical equivalent circuit 
model fitting and plotted against the immersion time in Figure 6b showing an initial increase in the 
charge transfer resistance followed by a plateau, similar to the trend observed in Figure 5b. The 
corresponding Nyquist and Bode plots are provided in supporting information Figure S9. Following 
exposure to BSA, the impedance at low frequencies increased compared to the uncoated electrode. 
There were shifts in the phase angle with longer immersion time indicating a more capacitive 
behavior at high frequencies and more resistive at intermediate frequencies. In general, the charge 
transfer resistance increased, and admittance decreased, consistent with the increasing total impedance 
trend at low frequencies. These trends are all indicative of a decrease in effective electrode area, 
which increases low frequency impedance and polarization resistance and decreases admittance. The 
impedance (Z) plateaus approximately after 3 h is consistent with the frequently reported behaviour of 
the surface blocking properties of BSA 6,48–50. BSA is a globular protein (14 × 4 nm) in blood plasma 
with a molecular weight of∼66 KDa and known to readily adsorb on gold resulting in an increase of 
double layer capacitance and increase in the charge transfer resistance 48.  
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Figure 6 Evolution of (a) Bodé plots, and (c) Rct values for a gold electrode (d=2 mm) over 24 h 
immersion in PBS + 4 g/dL BSA due to formation of BSA layer on the surface. The Bodé plots are 
provided at immersion times of 10 min, 1 h, 2 h, 3 h, 6 h, 10 h and 24 h. The Rct values were 
calculated by electrical equivalent circuit fitting on EIS data. The Nyquist and Bodé plots (including 
Bode phase plots) are provided in supporting information Figure S9. 

 

Figure 7 provides a comparison point for the values of AC impedance (Z), Rn and Rsn for the gold 
electrode after 24 h in PBS with 4 g/dL BSA added. The Rn is a close approximation of Rsn over the 
range of analysed frequency and is in good agreement with the Z at low frequency (i.e. DC limit). It is 
important to note that Z is a frequency dependent parameter whereas the Rsn, which has originated 
from thermal equilibrium noise is fundamentally frequency independent. It is also noteworthy that 
discrepancy between the noise resistance and AC impedance may arise due to lack of conditions that 
were assumed to be true for the analytical modelling of noise signal. For example, in the electrical 
equivalent circuit model, the current was assumed to flow only through the Zm-s element and not the Zf 
due to the assumption of Zf≫Zm-s. Similarly, the potential noise was assumed to be unaffected by Zf. 
However, in practice the adsorbed layer of protein does not completely passivate the gold surface and 
also the electrical double layer at the interface of BSA/gold does play a part in compensating charge 
imbalance that is caused by the current noise. In practice, the noise resistance appears to provide a 
close approximation of polarization resistance and holds promise for real time measurement of loss of 
surface activity due to fouling of electrode.  

 

Figure 7 A comparison between the impedance values of a gold electrode (d=2 mm) after 24 h 
immersion in PBS + 4 g/dL BSA obtained by EIS and electrochemical noise technique. The AC 
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impedance (Z) and spectral noise impedance (Rsn) are lotted against the frequency component and the 
Rn from time domain analysis of the noise data is shown as a point value at 0.1 Hz (the sampling 
frequency). 

 

 Conclusion  

The present work lays the foundation for stochastic electrochemical measurement of impedance from 
thermal equilibrium noise data. The thermal equilibrium noise manifested as non-Faradaic current and 
potential fluctuation from the absorbed ions on the surface of an electrode is theoretically modelled 
using equivalent electrical circuit and then examined experimentally. The technique is showcased here 
as a tool to quantify loss of activity due to biofouling of a gold electrode. 

The analytical model shows the significance and relevance of parameters that are extracted from 
statistical analysis of noise signal. In particular, the noise resistance is shown to be theoretically 
analogous to the polarization resistance. The thermal equilibrium noise can be experimentally 
measured with a sensitive instrument and the variation in the noise resistance is shown both 
mathematically and experimentally to reflect changes in active surface area due to formation of a 
fouling layer. Noise resistance analysis is corroborated by electrochemical impedance spectroscopy. 

A particular appeal of the electrochemical noise measurement technique for the point-of-care, 
wearable and implantable biosensor applications is the absence of the reference electrode. Reference 
electrodes in biosensing systems are typically in a quasi-stationary state with electrochemical 
properties that can be altered depending on the electroactive species and biofouling of the electrode. 
Any change in the stationary state of the pseudo-reference electrode adds to the ambiguity of the 
measured values. Another unique advantage of electrochemical noise measurement is the possibility 
of acquiring information without application of external bias (voltage and/or current), hence 
examining surface phenomena in their most innate state. We envision that the technique holds 
promise for real time approximation of biofouling and loss of activity in sensors and eventually could 
be used to compensate for the signal loss due to biofouling in real time. 
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